CcUCTeMbl BUAeoHabnoaeHus

LS1©e,

NMACNOPT

YMPABJISEMbIA POE-KOMMYTATOP

SVB-3624PC

Pe>xum CCTV nepepayva curHana oo 250m



Bnarogapum Bac 3a UCNosib3oBaHWe Hallero o6opynoBaHus. MNMoxanyincTa,
CBSDKMTECb C HAMU MO JIlo6bIM BO3HUKAIOLLMM BOMPOCaM.

MacnopT npeaHa3HayeH anst SVB-3624PC. 31o kommyTaTop Tvna PoE ans
ynpaBfieHus CeTbio. Bbl MOXeTe BONTU B CUCTEMY Ha KOMIMbtOTEPE, YTO6bI
HaCTPOUTb GYHKLUK, CBSI3aHHbIE C KOMMYTaTOPOM. Ero Takxe MOXHoO
MCMOJIb30BaTb KakK O6bIYHbI KOMMYTaTOP 6€3 KaKOW-IM60 HAaCTPOMKM.

DyHKUUM KOMMYyTaTOpPA.

1. ®DyHKUMM 2-r0 YPOBHSA
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YI'IpaBﬂeHMe noptamu

3epkanbHoe
oTo6paxkeHne NOpToB
OrpaHuyeHne
CKOPOCTM nopTa

M3onauus nopta
MopaBneHue wropma

ArpervpoBaHue
CCbINIOK
VLAN

Mac

CasizyloLlee 1epeBo

MHoroagpecHas
paccbinka

DDM

* BrsitoyeHne/oTkNIO4EHVE MOPTOB

¢ HacTpoiiku ckopocTu, gynnekca, MTU

* YnpaBneHve NOTOKOM, HaCTpoWKa
yNpaBieHUsi MTOTOKOM

« Mopaepxxka NpocMoTpa UHPopMaLun o nopTe
Mopaep)kka NnepeHoca rpynmnbl B HanpaeieHUm
BXOZa U BbIXOAa

OrpaHuyeHre CKOPOCTM NMOPTa MNOAAEPKKM,
CTeneHb rPaHyNAPHOCTN OrPaHUYEHUS CKOPOCTH
onpenenseTcs YNNoMm

Mopaep)Kka HACTPOMKM U30NALMU NOPTOB
Moannep)xka HeM3BeCTHON OfHOAAPECHOM
PacChiNKK1, HEM3BECTHOWM MHOIOAAPECHOM
pacchbiNKK, NoAaBNEHUNE WMPOKOBELLATENIbHOTO
lwTopma

« MNopaepyKa CTaTUYECKOW PyYHO arperauunm

« MNopaepyka AnHammyeckow arperaunm LACP

e locTyn

* MarucTtpanb

o M6pua

« Nopaepxka paspeneHus VLAN Ha ocHoBe
nopta, npotokona, MAC, QINQIMopaepxka
AnHamuyeckoin peructpauun VLAN GVRP

« flonocoBasi ceTb VLAN (TpebyeTcs noanepxka)
« [opaepxmBaeT cTaTU4ecKoe Ao6aBNeHME U
yaaneHue

* OrpaHuyeHne Ha nsyvyeHne MAC-agpeca

« MNopaepxka AMHAMUYECKOWN HAaCTPONKM BPEMEHU
cTapeHus

« MNopaepxka 802.1d (STP)

» MNopaepxka 802.1w (RSTP)

« Nopaepxka 802.1s (MSTP)

« MNopaepxka IGMP-oTcnexuBaHus

* MNopaepxka MLD-Snooping

« MNopaepxka oTcnexveaHus MLD

« Mopaepxxka ANHAMUYECKOTO MHOFOaPECHOTo
npocnywusaHus v1/2/3

Mopaepxka SFP /SFP + DDM



2. PacwmpeHus
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ACL

QOs

LLDP
Monb3oBaTenbckme
HaCTPOMNKM
XypHan

3awmTa oT aTaku

AyTeHTUdUKaLms

[unarHocTtuka cetn
YnpaeneHue
cucTemom

3. ®yHKUMSA ynpaBneHus
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3.2
B
3.4
515/

3.6

CLI
TELNET
SSH
SNMP
WEB

RMON

4. ipyrne pyHKunn
4.1 Noppaepxxka DHCP Snooping, Option825.1

4.2 NopaepiKKa 3aLlnTbl KONbLLEBOW ceTH - 3Ta dyHKuums sensieTcs ERPS,
nepeyncneHHom Bbllle
4.3 HacTtpoiika POE, ynpaBneHue pacnvcaHvem POE u T.4.
4.4 MNoppepxka AMHaMmnyeckon nposepkn ARP

4.5 NMoppepxka ayteHTudmkaumm TACACS+

4.6 Moppepkka HacTpoek DNS

4.7 Mopaep)xka HacCTpoek 6e3onacHOCTH NopTa

4.8 NoppepxusaeT npotokon MVR

4.9 Noppepxka oyHkumm VCT ana o6HapyxeHus kabens
4.10 Moppeprxka npoTokona UDLD

Ha ocHoBe MAC-appeca uctoyHuka, MAC-agpeca
HasHayeHus, TMna NnpoTokona, IP-agpeca NCTOYHMKA,
|P-appeca Ha3HayeHus,, Homepa nopTa L4

* OcHOBaHoO Ha knaccudukauum 802.1p (COS)

« OcHOBaHO Ha knaccudukaumm DSCP

o Knaccudumkaums Ha ocHoBe IP-aapeca NCTOYHMKA,
IP-appeca HasHavyeHus, HOMepa nopTa

« Mopaepxka SP, cTpaterus nnaHnposaHus WRR

o Mopaepyka orpaHu4eHus ckopocTtn notoka CAR
Mopaepxka NpoTokona o6HapyXeHus ccbinok LLDP
[o6aBneHune/ynaneHue nonb3oBaTtenemn

JlormH nonb3oBaTens, onepauus, CTaTyc, XXypHan
3anucu cobbiTuin

* DOS defense

« [MopaepKa 3aLMTbl NpoLieccopa U orpaHuyeHne
CKOPOCTW OTMPaBKM NaKeToOB NpoLieccopa
 Mpueszka ARP (IP, MAC, npuBsiaka K nopTy)

« Mopaepxka ayteHTUdMKauum nopta 802.1x

e NMopnepxxka ayteHTUdUKaumm AAA

Moaaepxka ping, telnet, TpaccnpoBku

C6époc ycTponcTBa, COXpaHeHne/BoCCTaHOBNEHME
KOHUrypauum, ynpaBneHue o6HOBNEHMEM,
HaCTPOIKA BPEMEHU U T.4.

Moppepxka ynpaeieHUs KOMaHAHOWM CTPOKOM
nocneaoBaTesibHOro nopTa

Monnepxka ynaneHHoro ynpasneHus telnet
Mopaepka yaaneHHoro ynpasneHus SSHvl/2
« MNopnepxuBaeT v1/2/3

« MNopaepxka nopyuek: ColdStart, WarmStart,
LinkDown, LinkUp

[MopaepxKa ABYXYPOBHEBOW HAaCTPOMKM,
NPOCMOTPa BTOPOro U TPETbEro YpOBHEMN
Monnepxxka RMON v1



Mepbl npeaoCcTOpPOXXHOCTU NPU YCTaHOBKeE.

YT106b1 0O6€CNeUnTb HOPMasbHYIO PaboTy U CPOK CNYX6bl, cobnopaliTe
cnepyiolmne Mmepbl NPeAOCTOPOXHOCTH:

« MoxcanyicTa, yCTaHOBWTE €ro B XOPOLLO MPOBETPUBAEMOM MOMELLEHNMN.

He nepekpbiBaiiTe BEHTUNSALMOHHbIE OTBEPCTUSI KOMMyTaTOpa.

« He pa3smeluaiiTe 1 He ycTaHaBAMBaiTe KOMMYTaTOP MOA MPSIMbIMU COTHEYHBIMM
Nly4amu UK PSAOM C HarpeBaTesbHbIM NMpU6opom. OcTaBbTe 4OCTATOUHO MecTa
(6onee 10 cMm), 4TO6bI yCTPONCTBO MO0 AOMKHbIM O6Pa3oM OTBOAUTL TEMJIO.

» He ycTaHaBnvBaiTe yCTPOMCTBO B MECTaX, NOABEPXEHHbIX BO3AEMCTBUIO Baru,
MBIV UK CaXKK.

« MoxanyicTa, ycTaHoBUTE O60PYAOBaHNE FOPU3OHTAIbHO UIN B YCTOMYMBOM MECTE U1
cnepuTe 3a TeM, 4TO6bl OHO He ynasno.

» He knainte Ha KOMMYTaTOp TsHKesble NPeAMETbI.

» He nponuBaiiTe Ha KOMMYTaTOP XMUAKOCTb.

* IHTepdeicHble kabenn KOMMYTaToPa AOMKHbI 6bITb MPONOXEHbI BHYTPU
NoMeLLEeHus, Ha yuLe Kabenn He peKOMeHAyeTCsi MPOKaAbIBaTh BO

n36exaHue nepeHanpsXKEHNs 1 Neperpy3ku, Bbi3BaHHbIX MOMHUEN.

« Moxanyincra, UCnonb3yinTe Kabenb MUTaHWS, BXOAALLMI B KOMIMNEKT MOCTaBKU U3LENus.
» HanpsixeHne ceTn JOMKHO COOTBETCTBOBATh AVana3oHy BXOAHOMO HaMPsHKEHUS.

* He pasbupaiite kKoMMyTaTop 6€3 HEO6XOAMMOCTMU.

« Moxanyincra, TpaHCNOPTUPYWATE, UCNONb3YINTE U XPaHUTe 060PYAOBaHME B Npeaenax
[OMYyCTUMOTrO AnanasoHa BAaXHOCTU U TemrnepaTypbl.

COGAMHMTeHbeIVI Kab6ersb.

« Moxanyncra, NOAK/OUMTE BCe CeTeBOE O60PYAOBaHME K KOMMYTaTOPY
nepes noAK/Io4YeHMeM Kabens nuTaHus.

« MNofcoennHWTe OANH KOHEL, Kabens MMTaHUs K KOMMYTaTopy, a BUMKY - K
po3eTKe NepeMeHHOoro ToKa.

» BlounTe yCTPOMCTBO, NOAK/IIOYEHHOE K KOMMYTaTopy. 3aropurcs
COOTBETCTBYIOLLMN UHANKATOP.

KOH¢V|rypau,m| KOMMYyTaTOpa.

* HacTpowiTte IP-aapec KomnbloTepa Ans BXOAA B TOT XKE CErMEHT CeTU, 4To 1
KOMMyTaTOp.

« Beegute IP-agpec kommyTaTopa B 6pay3epe KomrbloTepa YTO6bl BOMTU B
NHTepdeinc KoMMyTaTopa, BBEAUTE MMS MOJb3OBaTeNs U Naposib KOMMyTaTopa
1 HaxxmuTe "Bontu”.

@ MNpumeyanHne

IP-appec kommyTaTopa No ymonyaHuto "192.168.2.1".
Mms nonb3oBaTensi No ymonyaHuio - "admin’, naponb no ymonyaHuio - “admin’.



OnuncaHue BHeWHero BMpa npoaykKTa.

I'Iepeu.H;m naHenb

« MNepepHss NaHenb MeeT 28 ceTeBbIX MOPTOB, 4 ONTOBOJIOKOHHbIX MOpTa U
KOHCOJIbHbIV NOPT:

1~24 ports: 10/100/1000Mbps PoE Ethernet ports;

25~28 ports: 10/100M/1000Mbps Uplink Ethernet port;

4 SFP nopta 1000Mbps.

o VIHAMKATOPbI COCTOSHUS :

OpaHxeBblil MHAMKATOP NOPTOB 0603Ha4aeT PoE nutaHue.

3eneHbl MHANKaTOP NOPTOB 0O603HAYaeT AOCTyn Kk ceTu Ethernet.

3aaHAas naHenb

Ha 3agHel naHenn umeeTcsa pasbeM NUTaHUA: UICTOYHMK MUTaHUA NepeMeHHOro
Toka 110 ~ 240B 50/60 Iu.

CxeMa yCTaHOBKMW.
@ MNpumeyaHne

an MCNONIb30BaHUM NEPBOro NopTa
Uplink nepecTtaeT pa6oTaTb NepBbIit
PoE Splitter nopt SFP n 1.4.
Bupeokamepa
N
/ SVB-3624PC
!
b !,‘ g
PoE Splitter F i asatsaeniestsisinl-
Buneokamepa
@ Cat5/5e/6
Bupeokamepa e
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| | Mepnua KoHBepTEp
| |

Bupeokamepa c PoE



Cneundukauyms.
MopThbl

CraHzapTbl

PoE cTtaHpapTt

PoE 3anac nutaHus

PoE Tvn nutaHus
[MponyckHas cnoco6HOCTb
Ta6nuua MAC-appecoB
Pexxum nepepaun
Mepecbinka nakeToB

BxopHoe HanpsxeHne
MwuHuManbHas
noTpe6sisiemas MOLHOCTb
MakcumanbHas
noTpe6ssiemas MOLWHOCTb
Okpy>katoluas cpea
Pa6ouas BnaxHocCTb

Bec

a6apuTbl

KomnnekT nocTtaBku.

* KommyTatop;
* Kabenb nuTanHus;

. PyKOBOﬂCTBO nonb3oBaTend.

24 PoE 10/100/1000 Méut
4 Uplink n 4 SFP 10/100/1000 Méut
1 KoHconbHbIN nopT
IEEE 802.3, 802.3u, 802.3x, CSMA/CD, TCP/IP
802.3af/at (Ha nopT Mmakcumym 30 BT)
380 Bt
1/2 (+), 3/6 (-)
52 réut/c
8K
Store and forward
10BASE-T: 14880PPS/nopt
100BASE-T: 148800PPS/nopt
1000BASE-T: 1488000PPS/nopt
AC 110-240B 50/60Tw,
20 BT

400 Bt

Pa6ouasi Temnepatypa: -10°C... +55°C
10% - 90% 6e3 koHaeHcaTa
4.4 xr
440 MM X 284 MM X 44 mm ([ x LU x B)
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